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Abstract— This study examines the implementation of the Internet of Defense Things (IoDT) 5.0 within the Indonesian defense industry,
focusing on cybersecurity aspects. Through a SWOT analysis, the research identifies internal and external factors influencing the success or
challenges of loDT 5.0 implementation. Data collected via observations and questionnaires at PT. Pindad, PT. Dirgantara Indonesia, and
PT. Len Industri in Bandung reveal key insights into the effectiveness of access management processes, incident response in cybersecurity,
organizational culture and employee awareness of cybersecurity, the readiness of cybersecurity infrastructure, and the competencies of
cybersecurity human resources. The findings highlight the critical need to strengthen access management procedures, enhance employee
awareness, improve cybersecurity infrastructure, and develop the skills of cybersecurity professionals to address escalating threats. This
research provides valuable insights into the challenges and strategic approaches for advancing IoT 5.0 in Indonesia's defense sector.
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I. INTRODUCTION

The rapid advancements in the digital era have significantly impacted various industrial sectors, introducing the Internet of
Things (IoT) as a transformative technology that enables intelligent connectivity between devices and systems. In the defense
industry, this evolution has led to the development of the Internet of Defense Things (IoDT), which integrates IoT technology into
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defense systems to enhance operational effectiveness and efficiency. The latest iteration, IoDT 5.0, represents a major leap forward,
incorporating advanced technologies such as artificial intelligence (AI), machine learning (ML), and big data analytics to address
increasingly complex operational challenges.

IoDT 5.0 offers immense potential to improve the efficiency and effectiveness of defense operations. However, this heightened
connectivity and reliance on advanced technologies also make defense systems more vulnerable to cyber threats. With cyberattacks
growing in sophistication and scale, securing IoDT 5.0 systems has become a critical challenge. The defense sector must
proactively address these vulnerabilities to safeguard sensitive information and maintain operational integrity in the face of
evolving cyber risks.

To effectively implement IoDT 5.0, a comprehensive understanding of its cybersecurity challenges is essential. This research
aims to analyze the strengths, weaknesses, opportunities, and threats (SWOT) associated with IoDT 5.0 in the defense industry. By
leveraging SWOT analysis, this study seeks to identify the internal and external factors influencing the implementation of IoDT 5.0
and develop strategic recommendations for overcoming cybersecurity challenges while maximizing the benefits of this disruptive
technology.

Through a focused evaluation, this research aspires to provide actionable insights that will help organizations in the defense
industry adopt IoDT 5.0 securely and effectively, ensuring resilience against potential cyber threats and advancing operational
capabilities in a dynamic and challenging environment.

II. LITERATURE REVIEW

A. Theoritical Foundation
1. Internet of Defense Things (IoDT) 5.0

Not long after the introduction of Industry 4.0, the world is now transitioning towards Industry 5.0, which was first
initiated by Japan in 2016 (Nagasato et al., 2018). Industry 5.0 aims to enhance the interaction between humans and
technology through the integration of advanced technologies such as Artificial Intelligence (AI), Robotics Process
Automation (RPA), Machine Learning, Big Data, and the Internet of Things (IoT), fostering a symbiotic mutualism (Al-
Faruqi, 2019). While IoT has already been implemented across various sectors like agriculture, health, defense,
transportation, and manufacturing, its transformation into the Industrial Internet of Things (IIoT) in Industry 4.0 has
primarily focused on automation in manufacturing. However, Industry 5.0 builds on this foundation by personalizing
technology to enhance human capabilities and productivity (Kumar et al., 2022). Within this context, [oT 5.0 represents an
evolution of IoT tailored specifically for defense applications, known as the Internet of Defense Things (IoDT). By
integrating cutting-edge technologies like AI, machine learning, and big data analytics, IoDT enhances the operational
effectiveness of defense systems, enabling faster decision-making, improved efficiency, and automated responses to
security threats.

2. Cyber Security

Cybersecurity is the effort to protect digital devices from threats arising from technological advancements and the
cyber world, including direct attacks by malicious actors and disruptive software, which can impact productivity,
reputation, revenue, and safety (Venkatachary et al., 2018; Daniel et al., 2016). In the context of IoT 5.0, where
interconnected defense systems amplify the risks of cyberattacks, cybersecurity becomes crucial to safeguard operations
and national security. Effective cybersecurity requires clear policies and regulations as a foundation for governance,
guiding organizations in protecting IoT 5.0 systems (Ministry of Defense, 2014). Additionally, the establishment of a
dedicated cybersecurity team or Cyber Incident Response Team is essential to address and manage cyber incidents
effectively (President of the Republic of Indonesia, 2022). Infrastructure and technology, such as secure networks,
encryption, Al, and Big Data analytics, form the backbone of cybersecurity, providing robust protection against threats
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(Purbo, 2023). Furthermore, the role of human resources is vital, requiring continuous training and competency
development to adapt to the dynamic cyber landscape, alongside fostering a strong cybersecurity culture to enhance
individual awareness and organizational resilience in safeguarding information assets (Ministry of Defense, 2014).

3. SWOT Analysis Matrix

SWOT analysis matrix is a strategic planning method used to evaluate the strengths, weaknesses, opportunities, and
threats of a project or business, providing a structured framework to assess internal and external factors that influence
specific goals (Mariantha, 2018). To understand it more deeply, a SWOT (Strategy Quadrant) analysis diagram is
processed as follows so that a precise diagram can be obtained regarding the existing research results, namely what
strategies are suggested for the research object as in Figure 1 below:

Opportunities

I I
Turn-around Growth
N ’
N ’
N /
N7
Weaknesses , Strengths
7 |
y \
/7 \
/7 \
v I
Defensif Diversifikasi
Threats

Fig. 1. Diagram (Strategy Quadrant) SWOT Analysis

The description of the SWOT Strategy Quadrant is as follows:

1. QUADRANT 1 : is a very profitable situation. The organization has opportunities and strengths so it can take
advantage of existing opportunities. The strategy implemented in this condition is a strategy that supports
aggressive growth policies (growth oriented strategy).

2. QUADRANT 2 : despite facing various threats, the organization still has internal strength. The strategy
implemented is to use strengths to take advantage of long-term opportunities by means of a diversification
strategy (Product/Market).

3. QUADRANT 3 : the organization faces enormous opportunities, but on the other hand faces several internal
obstacles/weaknesses. The focus of this organizational strategy is to minimize the company's internal problems so
that it can seize better opportunities.

4. QUADRANT 4 : shows a very unfavorable situation, the organization faces various internal threats and
weaknesses. Must immediately look for a defensive strategy. (Wiradhana, 2012).
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Strengths refer to positive internal attributes that provide a competitive advantage, while weaknesses are internal
deficiencies that may hinder success. Opportunities represent external factors that can drive growth or profits, and threats
are external challenges that may obstruct progress. By combining internal factors (strengths and weaknesses) with external
factors (opportunities and threats) in a SWOT matrix, strategic alternatives such as SO (Strength-Opportunities), ST
(Strength-Threats), WO (Weakness-Opportunities), and WT (Weakness-Threats) can be formulated (Rangkuti, 2001). The
matrix can produce 4 (four) sets of possible strategic alternatives, as in Table I below:

TABLE L SWOT MATRIX
EFI Strength (S) Weakness (W)
EFE

Strategy (S+0) Strategy (W+0)

Opportunity (O) List strengths to take advantage of Register to minimize weaknesses by taking
existing opportunities advantage of existing opportunities

Strategy (S+7) Strategy (W+T)

Threat () List of strengths to avoid threats Register to minimize weaknesses and avoid
threats

Based on the SWOT Matrix, 4 (four) strategic steps are obtained as follows:
a) SO (Strength-Opportunity) Strategy

1. Leverage advanced cybersecurity technology and infrastructure (S1) to implement clear procedures for
managing access and addressing IoT 5.0 system cybersecurity incidents (O1).

2. Utilize a team of competent cybersecurity experts (S2) to enhance employee training and awareness about
cybersecurity (O2).

b) ST (Strength-Threat) Strategy

1. Utilize advanced cybersecurity technology and infrastructure (S1) to improve detection, response, and
recovery capabilities for [oT 5.0 systems (T2).

2. Rely on a team of competent cybersecurity experts (S2) to develop rapid detection and response strategies
for potential cyberattacks (T1).

c) WO (Weakness-Opportunity) Strategy

1. Address weaknesses in cybersecurity policies and unclear procedures (W1, W2) by implementing clear
procedures to manage access and handle [oT 5.0 system cybersecurity incidents (O1).

2. Utilize opportunities to improve employee training and education on cybersecurity (O2) to mitigate
procedural weaknesses.

d) WT (Weakness-Threat) Strategy

1. Address weaknesses in cybersecurity policies and unclear procedures (W1, W2) to enhance the
organization's ability to detect, respond to, and recover from cyberattacks against IoT 5.0 systems (T2).

2. Implement clear procedures to manage access and address IoT 5.0 system cybersecurity incidents (O1) to
mitigate procedural vulnerabilities that could be exploited by cyberattacks.
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Internal Factor Analysis Summary (IFAS) identifies internal strengths and weaknesses across areas like resources,
management, and skills, while External Factor Analysis Summary (EFAS) evaluates external opportunities and threats
from macro and micro environments, including regulations, competition, and market trends (David, 2010).

This research applies SWOT analysis to assess the factors influencing cybersecurity in the implementation of IoT 5.0,

TABLE II. IFAS MATRIX
Questionnaire
Internal Data Score
Strategy Processing Weight Ratings (Weight x
Factors N
(Linkert scale) Rating)
Response .
Strength (S) Response 15 Welght X
(1..n) (1.n)/(X1+X2) Rating (1...Zn)
Amount X1 Y1 71
Response .
Weakness (W) Response w Welght X
1..n) (1.)/(X1+X2) Rating (1...Zn)
Amount X2 Y2 72
Total X1+X2 Y1+Y2 =1 71472
TABLE IIL EFAS MATRIX
External Questionnaire Score
Data . .
Strategy Processing Weight Ratings (Weight x
Factors (Linkert scale) Rating)
Response .
Chance (O) Response s Welght X
1..n) (1.n)/(A1+A2) Rating (1...Cn)
Amount Al B1 C1
Response .
Threat (T) Response L5 Welght X
1..n) (1.n)/(A1+A2) Rating (1...Cn)
Amount A2 B2 C2
Total Al+A2 B1+B2=1 C1+C2

offering valuable insights for strategic planning and decision-making.
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C. Framework of Thought

The framework for this research is developed based on the problem's background, supported by theoretical foundations and
previous studies, serving as a guide to systematically structure the research methods. It acts as a conceptual model linking theories
to key factors related to IoT 5.0. The company is encouraged to implement a SWOT analysis (strengths, weaknesses, opportunities,
and threats) to evaluate internal and external conditions. This includes identifying product strengths and weaknesses, addressing
competition threats, and leveraging opportunities to enhance market share. This conceptual framework provides a structured
approach to addressing critical issues in the study.

Defense Industry
(PTDI, PT. Len, PT. Pindad)

~ >

SWOT Analysis

~ >

Cybersecurity Strategy
on IoDT 5.0 System
Implementation

Fig. 2. Framework of Thought

III. RESEARCH METHODOLOGY
A. Research Methods and Design
1. Research Methods

The quantitative descriptive research method is designed to objectively illustrate or describe a situation through numerical data.
This process involves data collection, interpretation, and presentation of results (Arikunto, 2006). In this study, the approach is
quantitative descriptive, meaning the data gathered is numerical, processed, and presented to accurately depict the observed object.
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2. Research Design

Research
4 v
Identification of Problems Field Research
Population and Field Samples
v
Literature Review ‘

Data Collection Techniques:
1. Observation
2. Kuisioner

v

Data Analysis (SWOT)
v

Data Analysis Results Report

a

Fig. 3. Research Design
B. Place and Time of Research

The research was conducted within the defense industry, specifically at PT. Pindad, PT. Dirgantara Indonesia, and PT. Len
Industri, located in Bandung. This study took place over a short period, from March 6 to 7, 2024, as part of the Domestic Work
Lecture (KKDN) activities.

C. Population and Research Sample

This research utilized data from internal company sources, including management and staff from the Systems Engineer and
Information Technology units of PT. Pindad, PT. Dirgantara Indonesia, and PT. Len Industri, to explore cyber security strategies in
IoT system implementation within the defense industry. Data was collected through primary sources, including questionnaires
distributed to respondents, and secondary sources, such as company websites.

D. Data Collection Techniques

Data collection is a crucial step in research, as its primary purpose is to obtain reliable data (Sugiyono, 2003). In this study,
three techniques were utilized to gather data. First, a literature review was conducted by sourcing information from books, journals,
the internet, and other references relevant to the research topic. This approach provided foundational knowledge and context for the
study.

Second, direct observation was employed to collect data by observing physical symptoms and processes at the research site.
Lastly, questionnaires were distributed to eight respondents from defense industry companies. These questionnaires served as an
initial step in analyzing the situation and making informed decisions regarding cyber security strategies.

E. Research Instrument

The indicators provided to respondents in this research represent the variables of the SWOT method, divided into internal and
external factors. Internal factors include strengths (S) and weaknesses (W). Strengths encompass aspects such as the availability of
advanced cybersecurity technology and infrastructure for IoT 5.0 systems (S1), a team of experienced cybersecurity experts (S2),
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and clear procedures for managing system access (S3) and handling cybersecurity incidents (S4). Additionally, employee training
on cybersecurity for IoT 5.0 systems is highlighted as a significant strength (S5). On the other hand, weaknesses include the lack of
a strong cybersecurity culture among employees (W1), infrequent penetration testing and audits to address system vulnerabilities
(W2), the absence of comprehensive cybersecurity policies (W3), unclear access management procedures (W4), and the lack of
mandatory regular cybersecurity training for employees (W5). The research instrument of Internal Factor can be shown in Table IV
below:

TABLE IV. INTERNAL FACTORS TABLE

No Strength

S1 | Has the latest cybersecurity technology and infrastructure to protect the IoT 5.0 system

S2 | Has a team of competent and experienced cybersecurity experts in securing the IoT 5.0 system

S3 | Have clear procedures for managing access to the IoT 5.0 system

S4 | Have clear procedures for handling cybersecurity incidents involving IoT 5.0 systems

S5 | Employees who have access to the IoDT 5.0 system have received adequate training on cybersecurity

No ‘Weakness

W1 | The cyber security culture is still not strong and some employees do not fully understand the importance of cyber security

W2 | Itis rare to conduct penetration tests and cybersecurity audits to identify and address vulnerabilities in IoT 5.0 systems

W3 | The IoT 5.0 system cybersecurity policy is not yet comprehensive and clear

W4 | Lacks clear procedures for managing access to the IoT 5.0 system

W5 | Employees are not required to take regular cyber security training

External factors are categorized into opportunities (O) and threats (T). Opportunities focus on enhancing security through
advanced cybersecurity technologies (O1), investments in technology and training (O2), and implementing clear procedures for
access management (O3) and incident handling (O4). Moreover, improving cybersecurity education and training programs (O5)
and ensuring continuous updates to employee knowledge through ongoing training (O6) are seen as valuable opportunities.
Conversely, threats include the ever-present risk of cyberattacks targeting IoT 5.0 systems (T1), the potential involvement of
various threat actors such as hackers, criminal groups, or other nations (T2), and the risks these attacks pose to national security
(T3). Additionally, organizations’ current unpreparedness to handle cyberattacks (T4) and the need to improve their detection,
response, and recovery capabilities (TS) are identified as significant external challenges. The research instrument of External
Factors can be shown in Table V below:

TABLE V. EXTERNAL FACTORS TABLE

No Opportunity

Implementing the latest cybersecurity technologies and practices can significantly improve the security of IoT 5.0
Ol | systems in Organizations

02 | Organizations can improve their ability to secure IoT 5.0 systems by investing in cybersecurity technology and training

Implementing clear procedures to manage access to IoT 5.0 systems can help Organizations limit access and prevent
03 | security breaches

Developing clear procedures for handling cybersecurity incidents involving IoT 5.0 systems can help Organizations
04 | respond to incidents more quickly and effectively

Improving training and education about cyber security for my Organization's employees can increase their awareness and
O5 | understanding of the importance of cyber security
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Implementing an ongoing cybersecurity training program can help my Organization ensure that its employees are always
06 | up-to-date with the latest cybersecurity practices

No Threat

T1 | Cyberattacks against IoT 5.0 systems in Organizations can occur at any time

Cyber attacks against IoT 5.0 systems in organizations can be carried out by various parties, such as hackers, criminal
T2 | groups, or other countries

T3 | A successful cyberattack against an Organization's IoT 5.0 system could endanger national security

T4 | Organizations are not yet fully prepared to deal with cyberattacks against IoT 5.0 systems

T5 | Organizations need to improve their ability to detect, respond, and recover from cyberattacks against IoT 5.0 systems

IV. RESEARCH RESULTS AND DISCUSSION
A. General Description of Research Objects

State-Owned Enterprises (BUMN) in Indonesia have a vision of becoming key drivers of the national economy. This vision was
materialized with the establishment of the Defense Industry BUMN Holding, known as Defense Industry Indonesia (DEFEND ID).
Officially inaugurated on April 20, 2022, by President Joko Widodo at the PT. PAL Indonesia Submarine Hangar in Surabaya,
DEFEND ID is a collaboration of five state-owned companies in the defense sector. These companies include PT. Len Industri
Industri (Persero), serving as the parent company, along with PT. Pindad, PT. Dirgantara Indonesia (PTDI), PT. PAL Indonesia,
and PT Dahana. DEFEND ID aims to create a competitive and independent Indonesian defense industry capable of competing in
the global market, targeting inclusion in the Top 50 Defense Global Companies by 2024.

PT. Len Industri (Persero), established in 1965 as the National Electrotechnical Institute (LEN), transitioned into a state-owned
enterprise in 1991. Operating under the Ministry of State-Owned Enterprises, PT. Len Industri focuses on electronics for industry
and infrastructure, excelling in various fields. These include railway signaling systems, urban transportation projects like LRT
systems, telecommunications infrastructure, defense electronics (radar, tactical radios, and Combat Management Systems), solar
power plants, and weather and earthquake monitoring systems. As part of the Manufacturing Industry Cluster in the defense sub-
sector, PT. Len Industri leads efforts to accelerate the integration of defense industry BUMNs under DEFEND ID. PT. Len
Industri’s vision is to become a trusted world-class technology company, supported by innovative solutions and a commitment to
enhancing national sovereignty and quality of life.

PT. Dirgantara Indonesia (PTDI), founded in 1976, is one of Asia's leading aerospace companies. Based in Bandung, PTDI
specializes in designing, manufacturing, and servicing aircraft for both civilian and military purposes. It has delivered nearly 400
aircraft to 50 operators worldwide, including models like the CN235 for transportation and maritime surveillance. PTDI's vision is
to become the market leader in middle and light-class turboprop aircraft in the Asia Pacific region, with a mission to provide high-
quality, cost-competitive products and services while maintaining strategic alliances with global aerospace leaders.

PT. Pindad (Persero) is another significant player in the defense industry, focusing on manufacturing and developing military
equipment (Alutsista) and commercial products. The company produces a wide range of defense and non-defense equipment, offers
services in industries such as mining and construction, and engages in trading activities. PT. Pindad envisions becoming a Top 100
global defense company by 2024 by offering innovative, high-quality product solutions through strategic partnerships. Its mission
is to integrate efforts in defense and industrial equipment to support national development and bolster national security.

B. Research Results

Based on data analysis using the Internal Factor Analysis Strategy (IFAS) and External Factor Analysis Strategy (EFAS)
matrices, the study identified the weight values and scores for strengths, weaknesses, opportunities, and threats associated with
cybersecurity strategies in the implementation of [oDT 5.0. The results of the IFAS analysis show in Table III, provide insights into
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the internal factors. For strengths, the total weight value was calculated at 0.42, with a total score of 1.58, while for weaknesses, the
total weight value reached 0.58, with a total score of 1.99. These results highlight the relative prominence of weaknesses compared
to strengths within the internal factors of the cybersecurity strategy.

TABLE VL IFAS MATRIX RESULTS

Questionnaire Score
No Internal factors Data Ratings Weight (%)
Processing (BxR)
s1 My organization has state-of-the-art cybersecurity technology and 2 4 0.09 035
infrastructure to protect IoT 5.0 systems
2 My organ%zation has a te?m of cybersecurity experts who are competent 29 4 0.10 039
and experienced in securing [oT 5.0 systems
s3 My organization has clear procedures for managing access to the IoT 5.0 20 4 0.07 027
system
S4 My orgamzatlon has clear procedures for handling cybersecurity incidents 25 4 0.08 034
involving IoT 5.0 systems
S5 My Qrganization‘s err.lplloyees who have éccess to the IoT 5.0 system have 24 3 0.08 024
received adequate training on cybersecurity
Total Strengths 124 19 0.42 1.58
The cyber security culture in my organization is still not strong and
W1 | some employees do not fully understand the importance of cyber 38 3 0.13 0.38
security
w2 My org'fmization rarely perfonns Pcinetvration tests and cybersecurity audits 3 3 011 033
to identify and address vulnerabilities in IoT 5.0 systems
w3 My orgamzaftlon s cybersecurity policy for the IoT 5.0 system is not yet 34 4 011 0.46
comprehensive and clear
W4 My organization does not have clear procedures for managing access to 18 4 013 051
the IoT 5.0 system
W5 My Organi.zation.'s Vemployees are not required to undergo regular 31 3 0.10 031
cybersecurity training
Total Weaknesses 174 17 0.58 1.99

The EFAS analysis, evaluates the external factors of opportunities and threats. In Table IV, the analysis revealed a total weight
value of 0.58 and a total score of 2.12, indicating significant potential for leveraging external opportunities in strengthening
cybersecurity strategies for IoDT 5.0 implementation. On the other hand, the threats carried a total weight value of 0.42, with a
corresponding score of 1.45, illustrating the challenges that must be mitigated to ensure robust cybersecurity.
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TABLE VIL EFAS MATRIX RESULTS

No External Factors Questlonnalf'e Ratings Weight (%) Score
Data Processing
o1 Implementing the latest cybersecurity technologies and practices can 38 3 0.09 0.28
significantly improve the security of [oT 5.0 systems in my Organization
02 My organization can improve its ability to secure [oT 5.0 systems by 38 3 0.09 0.28
investing in cybersecurity technology and training
03 Implementing clear procedures for managing access to IoT 5.0 systems 40 4 0.10 0.39

can help my Organization limit access and prevent security breaches

Developing clear procedures for handling cybersecurity incidents 40 4 0.10 0.39
04 | involving IoT 5.0 systems can help my Organization respond to incidents
more quickly and effectively

Improving training and education about cyber security for my 40 4 0.10 0.39
O5 | Organization's employees can increase their awareness and
understanding of the importance of cyber security

Implementing an ongoing cybersecurity training program can help my 40 4 0.10 0.39
06 | Organization ensure that its employees are always up-to-date with the
latest cybersecurity practices

Total Opportunities 236 22 0.58 2.12
T1 A cyberattack against the IoT 5.0 system in my Organization could occur 36 4 0.09 0.35
at any time
Cyberattacks against the IoT 5.0 system in my Organization can be 36 3 0.09 0.26
T2 | carried out by various parties, such as hackers, criminal groups, or other
countries
™ A successful cyberattack against an [oT 5.0 system at my Organization 34 3 0.08 0.25
could compromise national security
Ta My organization is not fully prepared to deal with cyberattacks against 30 3 0.07 0.22
10T 5.0 systems
Ts My organization needs to improve its ability to detect, respond, and 38 4 0.09 0.37

recover from cyberattacks against IoT 5.0 systems

Total Threats 174 17 0.42 1.45

These findings underline the importance of strategically addressing internal weaknesses and external threats while capitalizing
on strengths and opportunities. By carefully analyzing these factors, organizations can develop more effective and sustainable
cybersecurity strategies for the [oDT 5.0 system.

C. Discussion
1) SWOT Quadrant Diagram Analysis

Based on the data processing results using the IFAS and EFAS Matrices, the current state of the cybersecurity strategy
for IoDT 5.0 implementation is positioned at the coordinates (X, y) = (-0.41, -1.45). This position falls into Quadrant 4 of
the SWOT Analysis Diagram. Quadrant 4 signifies the need for a Defensive Strategy, indicating that the organization is
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facing significant challenges in its cybersecurity approach. Internal weaknesses must be addressed while simultaneously
managing substantial external threats, making this quadrant particularly challenging to navigate.

Opportunities
11 I
Turn-around Growth
N /
N ’
N s
N
Weaknesses ’ Strengths
7 |
/7 \
L | \
: ('0141 ’ '1145) :
[ 'y \
v 1I
Defensif Diversifikasi
Threats

Fig. 4. SWOT Analysis Quadrant Diagram

2) SWOT Matrix Analysis

The IFAS and EFAS values have been combined into a SWOT analysis matrix, creating strategy alternatives based on
internal and external factors. The formulated strategies fall into four categories: SO (Strength-Opportunity), ST (Strength-
Threat), WO (Weakness-Opportunity), and WT (Weakness-Threat). The following are the proposed strategy combinations
derived:
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TABLE VIII. SWOT MATRIX
EFI Strength (S) Weakness (W)
Has the latest cybersecurity technology 1. The IoT 5.0 system cybersecurity policy
and infrastructure is not yet comprehensive and clear
EFE Has a team of competent and 2. Lacks clear procedures for managing
experienced cyber security experts access to the IoT 5.0 system
Chance (0) Strategy (S+0) = 3.70 Strategy (W+0) =4.11

1. Implement clear Leverage strengths in state-of-the-art 1. Address weaknesses in cybersecurity
procedures to manage cybersecurity technology and policies and unclear procedures (W1,
access and handle IoT infrastructure (S1) to implement clear W?2) by implementing clear procedures to
5.0 system cybersecurity procedures for managing access and manage access and handle IoT 5.0 system
incidents handling IoT 5.0 (O1) system cybersecurity incidents (01).

cybersecurity incidents. . .

2. Implementation and 2. Taking advantage of opportunities to
improvement of training Using a team of competent cyber security improve training and education on cyber
and education on cyber experts (S2) to improve training and security for employees (02) to address
security for Organization education about cyber security for weaknesses in procedures.
employees employees (02).

Threat (T) Strategy (S+7T) = 3.04 Strategy (W+T) = 3.45

1. Cyberattacks against IoT Leverage strengths in advanced 1. Address weaknesses in cybersecurity
5.0 systems in cybersecurity technology and policies and unclear procedures (W1,
Organizations can occur infrastructure (S1) to enhance detection, W?2) to improve detection, response, and
at any time response, and recovery capabilities from recovery capabilities from cyberattacks

L. cyberattacks against IoT 5.0 (T2) against loT 5.0 systems (T2).

2. Organizations need to systems,

improve their ability to RO 2. Implement clear procedures to manage

detect, respond, and
recover from
cyberattacks against loT
5.0 systems

Using a team of competent cybersecurity
experts (S2) to develop rapid detection
and response strategies for cyber attacks
that can occur at any time (T1).

access and handle IoT 5.0 (O1) system
cybersecurity incidents to address
weaknesses in procedures that could be
exploited by cyber attacks.

Based on the SWOT Matrix (Table VIII), the proposed sequence of alternative strategies that can be used for cyber

security in the implementation of IoDT 5.0 is as follows:

a.  W+O Strategy

? SCHOLAR Al

1. Address weaknesses in cybersecurity policies and unclear procedures (W1, W2) by implementing clear
procedures to manage access and handle IoT 5.0 system cybersecurity incidents (O1).

2. Taking advantage of opportunities to improve training and education on cyber security for employees (02) to
address weaknesses in procedures.

b. S+O Strategy

1. Leverage strengths in state-of-the-art cybersecurity technology and infrastructure (S1) to implement clear
procedures for managing access and handling IoT 5.0 (O1) system cybersecurity incidents.

2. Using a team of competent cyber security experts (S2) to improve training and education about cyber security
for employees (02).
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c.  W+T Strategy

1. Address weaknesses in cybersecurity policies and unclear procedures (W1, W2) to improve detection,
response, and recovery capabilities from cyberattacks against [oT 5.0 systems (T2).

2. Implement clear procedures to manage access and handle IoT 5.0 (O1) system cybersecurity incidents to
address weaknesses in procedures that could be exploited by cyber attacks.

d. S+T Strategy

1. Leverage strengths in advanced cybersecurity technology and infrastructure (S1) to enhance the detection,
response, and recovery capabilities of IoT 5.0 (T2) systems.

2. Using a team of competent cybersecurity experts (S2) to develop rapid detection and response strategies for
cyber attacks that can occur at any time (T1).

3) Proposed Strategic Prioritization

The recommended prioritization of strategies begins with the WO Strategy, as it focuses on addressing internal
weaknesses while leveraging external opportunities to improve overall cybersecurity readiness. This is followed by the SO
Strategy, which emphasizes maximizing organizational strengths to capitalize on opportunities. Finally, the WT and ST
strategies are implemented to ensure that internal vulnerabilities and external threats are comprehensively managed.

V. CONCLUSIONS AND RECOMMENDATIONS
A. Conclusion

The research on cybersecurity in the implementation of Internet of Defense Things (IoDT) 5.0 within the Indonesian defense
industry (PT. Len Industri, PT. Dirgantara Indonesia, and PT. Pindad) highlights several key findings. The effectiveness of
access management and incident response processes plays a vital role in minimizing risks, necessitating clear and efficient
procedures. Organizations must also foster a strong cybersecurity culture and enhance employee awareness through continuous
training and education. The current state of the cybersecurity strategy, positioned at coordinates (-0.41, -1.45), underscores the
need for concrete actions to address vulnerabilities and strengthen infrastructure. Additionally, the competency of cybersecurity
professionals is critical, requiring enhanced skills and strategies for rapid detection and response to evolving threats.

B. Recomendation

Based on the research findings, theoretical and implementation recommendations are proposed to enhance cybersecurity in
the Indonesian defense industry. Theoretically, future research should focus on developing specific detection and response
methods for cyberattacks on IoT 5.0 systems, studying psychological factors influencing employee cybersecurity awareness,
and evaluating the effectiveness of existing cybersecurity policies in defense organizations. For practical implementation, it is
recommended to establish stricter cybersecurity policies, conduct regular employee training on cybersecurity best practices, and
collaborate with research institutions and industry to develop advanced, adaptive cybersecurity technologies. This study,
conducted as part of the Domestic Work Lecture (KKDN), aims to contribute positively to strengthening cybersecurity in the
Indonesian defense industry and society.
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