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Abstract — The new rise in network safety breaks in medical care organizations has put patients' security at a higher risk of being
uncovered. In spite of this danger and the extra danger posed by such incidents to patients' safety, as well as functional and monetary
dangers to medical care organizations, few studies have deliberately analysed the cyber security risks in medical care. To establish a
strong starting point for medical services organizations and policymakers in better comprehension the intricacy of the issue of cyber
security, this study investigates the significant sort of cyber security risks for health care organizations and makes sense of the roles of
the four keys (cyber attackers, cyber defenders, developers, and end users) in cyber security. Finally, the paper studies a group of
recommendations for the policymakers and health care organizations to reinforce cybersecurity in their organizations
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I. INTRODUCTION

Propels in innovation have had various cultural advantages, including the health care sector. The ascent in the utilization of
Electronic Health Records (EHR) is supposed to diminish medical care costs by working on the quality and delivery of ideal
medical services administrations [1]. Perceiving these advantages.

The Health Information Technology for Economic and Clinical Health (HITECH) Act was ordered to increase the number of
healthcare organizations adopting Health Information Technology (HIT) [1]. While HIT has significant advantages, incorporating
medical care with innovation has increased the probability of breaches of patient records [2]. Data that is lost, taken, displaced,
hacked, or imparted to informal beneficiaries is characterized as a breach; and this disturbance in data is considered a cyber-attack
[3, 4]. Around 94% of healthcare organizations have encountered something like one of these kinds of cyber-attacks [5]. An
expected 150 million patient health records have been penetrated somewhere in the range of 2009 and 2014 [6]. Most of the
breaks during this period were the consequence of break, loss, or theft of portable computing devices [6]. A review led by McCue
found that insiders as opposed to outsiders direct 70% of data fraud in organizations [7]. The richness of information’s housed by
medical care elements has been referred to as an essential explanation that healthcare is susceptible to high information breach
and monetary risks [8].

Healthcare organizations as a rule have a high volume of sensitive data. Information’s containing names, date of birth, social
security number, address, and credit data are abundant in hospital and insurance records. In addition, hackers prefer focusing on
healthcare organizations because healthcare information’s is more valuable than information’s from different industries in black
market. An EHR, for example, is worth somewhere in the range of 10 and 100 times more than credit data in the black market [9].
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Cyber breaches add to the monetary burden for the medical services industry, which as of now goes up against high consumptions
and low-net revenues in contrast with numerous different industries. As of now, the typical expense of information loss is more
noteworthy for a medical services organizations contrasted with organizations in different areas [8]. The punishments and fines
forced by elements like the health and Human Administrations' Office for civil rights further compound the monetary burden
endured by medical care associations, in spite of the fact that they boost organizations to work on their network protection. It is
assessed that data breaks will prompt $309 billion in lost income by 2019 [6].

The issue of cybersecurity goes past patients' security and the monetary burden on the industry; it likewise represents a danger
to patient safety [8]. For instance, the utilization of wireless medical devices might expose patients to dangers from
cybercriminals. A cybersecurity flaw in a heart device like the one as of late identified by the U.S. Branch of Country Security
could be taken advantage of by cybercriminals to harm a patient [10]. Safeguards, for example, encryption, shredding documents,
locking doors, and utilizing passwords, ought to be executed to restrict exposures and stay away from incidental exposures to
safeguard sensitive medical care data and diminish cyberattacks [3]. Notwithstanding developing danger of cyberattacks in
medical care, the research on this point is early and there are significant gaps in its literature [11].

II. TYPES OF CYBERATTACKS

There have been a few endeavours to classify cybersecurity threats [12]. Every one of these studies has used an alternate set of
criteria to classify cybersecurity in view of the reason, severity, scope, and legality of cyberattacks [4]. We examine the major
types of cyberattacks and the motivations driving them.

1.2. Denial of Services (DoS)

The point of a DoS attack is to flood a network with traffic to disturb service and prevent users from getting to network
resources [13]. This type of attack is prepared to do fundamentally slowing or shutting down the network of a health care
organization. The attack on Boston children' Medical clinic in 2014 is an illustration of how "hacktivists" deployed a distributed
DoS attack to disturb the network of a several organizations [14]. Notwithstanding the monetary losses connected with re-
establishing systems after a DoS attack, it is especially dangerous as it can prevent health care suppliers from getting or sending
crucial data during the attack.

1.3. Privilege Escalation

Privilege Escalation attacks are driven by the objective of accomplishing a more significant level of access to an organization
or program; they are typically executed by taking advantage of weaknesses in a program or organization [15]. Hackers could
choose to utilize the elevated access to do various things to the system, like changing a patient's visit data, consequently,
compromising the patient's safety. There are two major types of Privilege Escalation attack: vertical and horizontal [16]. "Multi-
layered attacks" can likewise use malware to Privilege Escalation on a system and inflict considerably more damage.

1.4. Man in The Middle (MITM) or Eavesdropping

An Eavesdropping attack is viewed as a kind of reconnaissance attack [4]. It happens when an intruder catches communication
between two parties [17]. The attacker eavesdrops on the items communicated by secretly acting as an intermediary in the data
exchange. The integrity of the information communicated can easily be compromised since the intruder is fit for modifying the
information’s prior to transferring it to the next party or groups, unbeknownst to them. In healthcare, an eavesdropper could get
access to private data and even blackmail patients. Man-in-the-Programs (MITB) attacks built on MITM attacks by working with
the attack remotely. The most complex MITB attacks use Trojan malware that is fit for evading antivirus programs [18].

1.5. Cryptographic Attack

A cryptographic attack is completed fully intent on uncovering data that has been hidden; all in all, it tries to decode encrypted
data [19]. Cryptography is the way of encrypting and decrypting into codes, so just the sender and planned recipient can
understand it [20]. The binary coding obscured to others in light of the fact that the algorithms utilized in encrypting the data are
only accessible to its creator [21].
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1.6. Structured Query Language

Several sites utilize the programming language structured Question Language (SQL) to deal with their databases.
Vulnerabilities in SQL might be taken advantage of by programmers to execute malicious "payloads" (harmful SQL statements)
that cause the information servers to uncover data. During such a SQL infusion assault, programmers can change the data in the
database, affecting the integrity, confidentiality, and accessibility of data stored on that database [22]. In 2015, weakness in
variant 3.3 of Revelation Cardio Server, a central web application that manage data for hospitals, was found that could consider a
SQL injection to exploit it [23].

1.7. Malicious Software

Malware or Malicious Software alludes to a group of programs that are intended to damage or compromise a computer system
without the permission of the user [24]. These programs do different capabilities that incorporate altering, damaging, spying, or
deleting user data. Malware is spread either actually utilizing an outer drive or through web downloads, for example, "phishing"
messages. Some normal malware are worms, bots, viruses, adware, Trojans, spyware, secondary passages, ransomware, and
rootkits.

1.8. Virus

A virus, the most common malware, self-spreads without the consent of the user and infects different computers [25]. Viruses
are usually malicious; they perform actions like corrupting or deleting data [26]. Despite the fact that infections are self-
propagating, they require user activation to exact their impact but replicate automatically [25]. The requirement for user activation
is because of the fact that most of viruses are executable files connected to have host file. In 2017, a virus shut down the computer
system at Erie country medical Centre in upstate New York and delayed performance as laptops must be distributed to staff so
they could access backed up patient data [27].

1.9. Trojans

This piece of malicious software is designed to show up as helpful, real legitimate software [25]. One more significant
component of a Trojan is that, dissimilar to viruses and worms, this sort of malware isn't self -replicating and does not need a host
file [25, 28]. Trojans can give hackers a "backdoor" to permit access to an infected system [25]. The Alaska department of health
and Social services was hit by a Trojan attack, and two computers were found to have malicious software that masqueraded on the
appearance of legitimate applications [29]. It is conceivable that the Trojan had proactively made a backdoor through which
patients' records were uncovered.

1.10. Spyware

Spyware is "a software installed on a computer without the user's knowledge and sends data about the user's computer
activities over the internet" [30]. Spyware works covertly on a system and permits the attacker to monitor the target's utilization
and gather individual data [31, 32]. A spyware can come as a Trojan used to carry MITM attacks. Spyware can likewise slow
down computers, commonly by overworking behaviour the system [31].

1.11. Ransomware

Recently, stories of ransomware attacks have turned into an everyday title in the news [33]. A central feature of this type of
malware attack is the interest for ransomware to deliver for decryption of data [33]. Ransomware, notwithstanding, can utilize
one of the several different kinds of malware to hack an organization. Sporadically, as well as encrypting the victim's data, the
hackers threaten to sell or expose the data to the public if the ransom is not paid. The 2017 attack on Britain's National Health
Services (NHS) was facilitated with utilizing ransomware named Wanna Cry (also called Wanna Crypt). This attack hindered
patient care all through the health system [34].

1.12. Phishing

The utilization of social engineering to trick individuals or organizations into either uncovering data or perform an action
harmful to their computer is alluded to as phishing [35]. Phishing is more a strategy or a vector as opposed to a type of attack. It is
one of the most widely recognized approaches to delivery malware [36]. Attackers generally utilize emails that divert the recipient
to a website, which either gathers their data or prompts the download of malicious software. Spear phishing is a type of malicious
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phishing that is directed at certain individuals or organizations [37]. New York's largest provider, Kaleida health, was breached
two times in2017 utilizing the spear phishing technique and in excess of 3000 patient records were compromised [38].

1.13. Worms

Dissimilar to viruses, worms don't depend on a host file to run, self-replicate, or propagate [25]. Scattering of worms as a rule
relies upon vulnerabilities in the target system or through social engineering [25]. The Wanna Cry that affected Britain's NHS is a
worm by design [34].

III. MAJOR PLAYERS IN CYBERSECURITY

The key part in cybersecurity incorporate a large group of individuals and organizations that range from software designers to
end-users [19]. These players incorporate hackers, cybersecurity professional, software developers, government regulators, and
end users. Every one of these individuals assumes either a basic part in defending or endangering cybersecurity. A profound
comprehension of their roles in accomplishing cybersecurity and a recognition of their limits will help healthcare organizations in
better planning to prevent cyber breaches.

3.1 Cyber- attackers

Cyber-attackers comprise the principal danger to cybersecurity. Cyber-attackers are the principal reason that Cyber-attackers
exists. Understanding the inspiration of the different types of cyber attackers can serve as a foundation for building strong
cybersecurity protocols. A hacker is an individual that looks for to gain remote access to information’s regardless of approval
[39]. Nonetheless, when the endeavour is made without a malicious or criminal intent and under the suitable approval, it is
alluded to as ethical hacking [40]. Subsequently, the intent and approval status decides the type of attacker. Attackers utilize one
or a mix of cyberattack methods to accomplish their goals. Fischer (2016) comprehensively classified cyber attackers into
hacktivists, terrorists, spies, and criminals [41]. This characterization is like Goderdzishvili's grouping of cyberattack based on
legality in2010[42]. Under these two author’s' characterization, cybercriminals are people that utilization a computer to carry out
violations like robbery or blackmail, and their inspiration is generally money related. Hacktivists, be that as it may, are energized
by nonmonetary inspirations; they participate in cyber-attacks to promote their political plan. The two studies defined
cyberterrorists as people that are engaged with the purposeful interruption of computer networks. Cyber terrorists could have a
place with either subnational or clandestine gatherings. Attackers engaged with undercover work are cyber spies who snoop on
sensitive classified or proprictary materials having a place with one or the other government, private companies, or individuals.

3.2 End Users

End users likewise assume an essential role in guaranteeing cybersecurity. End users can be either malicious or non- malicious
players, and both present a particular kind of threat. End users have shown to be a "weak link in protecting organizations against
some cyber-attacks strategies [43]. A study of more than 900 breaches in 2010 uncovered that insiders who are either current or
previous employees were liable for coordinating 48% of all data breaches in the study, and just 10% of the occurrences were
unintended [44]. Malicious insiders are considered very dangerous since they are familiar with strengths and weakness of the
system [45]. Be that as it may, non- malicious end users likewise act as a gateway for cyber-attacks. For instance, spam emails
that convey a cyber-threat spread only because somewhere along the system, a spammer is involving somebody's machine as a
host [46]. In a review in 2013 by the SANS Organization, half of the responders consider non- malicious users the top danger to
cybersecurity [47]. Regardless of whether health organizations execute the best security protocols, neglecting to prepare their
workforce, for example end users, leaves them susceptible to cyber-attacks. To be completely fully capable of preventing cyber
security, the organization should set up their workforce. Employee and human security testing should also be a priority [49]. It
ought to be noticed that security policies set up to protect networks against cyber breaches might be a cause of nuisance for end-
users. In like manner, cyber security culture in an organization requires getting the upfront investment of end-users and
understanding their needs [19].

3.3 Cyber Defenders

The cyber defenders are an umbrella term that we adopt for an immense range of individuals that are effectively working to
guarantee cyber security. These incorporate IT professionals (cyber security experts) and government agencies. Information
technology experts that work to guarantee cybersecurity go by various titles; among the commonly used titles for them are
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security engineers or architects, security analysts, IT directors, and system administrator [50]. Their essential job is in arranging
and executing security efforts to guarantee that their organization is safeguarded from cyber threats [51]. The health care field is
as of now confronting a lack of cyber security experts. This shortage is credited to low pay and lacklustre selecting endeavours
[52].

A several government divisions are charged of protecting cyber security, for example, the department of homeland Security
and department of justice are liable for capturing and charging cybercriminals, respectively [41]. Other government agencies like
the national institute of standards and technology (NIST) add to the development of frameworks for guaranteeing cyber security
[53]. Congress has as of late played an active role in creating regulations pointed toward mitigating cybercrimes.

3.4 Developers

Developers are fundamental to guaranteeing cyber security as it is their mistakes that cyber attackers exploit to breach
systems. Malware can be easily brought into a network when there are mistakes in Developers [54, 55]. An expected 90% of
security episodes occur through exploiting vulnerability in a software program [56]. For instance, the Wanna cry ransomware
attack of 2017 that impacted over 99 nations exploited vulnerability in Microsoft Server Message Block (SMB) in Windows [57].
Vulnerabilities like this one are pervasive and growing in number. The National Vulnerability Data base of NIST as of now
records in excess of 100,000 Common Vulnerabilities and Exposures (CVS) in its data base [58]. While a several organizations
decide to invest in protecting their organizations, many breaches really happen at the application layer [59]. The obvious detach
among developers and defenders also strains defenders and ultimately weakens cyber security [60]. In a study of developers by
SANS in 2015, it was found that under 20% of security testing is led by the development group or quality assurance staff in an
organization [60]. To strengthen the backbone of cyber security, security-risk-aware programming standards should be applied in
developing software [61]. Also, the data silo that exists among developers and defenders must be broken [60].

IV. PROPOSALS

Cybersecurity issues threaten access, quality, and cost in medical services. Innovation offers confident options for every one
of these objectives, yet to understand the advantages of these technologies, cybersecurity issues should be settled.

4.1. Policy Makers

1. In dealing with cyber security, policymakers face a continually developing target. For instance, when the significant
utilize incentive program was first established, handheld mobile devices were a moderately minor piece of eHealth, contrasted
with more recent times. Moreover, the regulatory process takes time and can be difficult to change. Thusly, policymakers will
probably persistently be in a catch up mode as they attempt to develop cyber security policies. For instance, despite the fact that
HIPAA regulations have been updated (for instance to deal with the issue of business associates), as technology changes, it can be
expected that HIPAA will need to evolve further [62].

2. Policymakers ought to take note of that major government programs, like medical care, Medicaid, and the Veterans
Health Administration (VHA) could have explicit program goals that are threatened by cyber security issues. For instance, these
programs should support alternative delivery approaches using technology (for example, telemedicine). Throughout the past few
years, VHA has started to make significant investments in telehealth. Thusly, policymakers should manage cyber security both
according to the perspective of the threat to our society in general, and furthermore according to perspective of the threat to
specific government programs.

3. Cybersecurity issues in healthcare are connected to the larger set of cyber security issues in the society. As advancements
happen, policymakers might need to modify the regulatory environment to allow technological developments to be applied to
healthcare. For instance, some observers accept that block chain technology offers the chance of exceptionally secure,
decentralized, and longitudinal health records [63]. This technology would probably require regulatory changes. For instance,
HIPAA's 1996 security, privacy, and transaction sets are not lined up with block chain technology [64].

4.2. Medical Services Organizations

1. For medical services Organizations, cyber security includes compromises. For instance, an Organization might consider
upgrading privacy by expecting that a patient award approval before a specialist might get to the patient's data. In any case, that
could postpone the completion of the referral. Actually quite significant cases handling staff and insurance company staff
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approach a large part of the patients' data [65]. Likewise, cyber security measures might utilize significant assets. Monetary
expenses are by all accounts not the only worry in such manner. There is additionally the open door cost of key IT staff. In taking
into account cyber security drives, it has been proposed that governance ought to adopt the strategy that they are dealing with a
"portfolio" of IT projects, and that the utilization of staff on one project will make that staff inaccessible for other projects. There
is a broad writing on project portfolio management in such manner [66].

2. One worry for concluding HIT risk trade-offs is the idea of "hiding in the bell curve". An organization would rather not
badly trail their peers in meeting a regulation; in any case, there is probable little to acquire by going through the cost of
enormously outpacing their peers. If instead an Organization is in the middle of the peer group, it is probably not going to be the
focal point of regulators or firmly disadvantages competitively [67].

3. Healthcare Organizations, similar to any Organizations, need to adopt a complete strategy to cyber security instead of an
ad hoc methodology of managing dangers dependent upon the situation as they are found. The ad hoc process faces a troublesome
challenge in sufficiently distinguishing and addressing to all arising security gaps. Security ought to be seen with regards to
processes, and not explicit technological fixes. Concerning security issues, Schneier expressed, " If you think technology can
solve your security problems, then you don’t understand the problems and you don’t understand the technology." [68].

4.  One example of comprehensive approach to deal with cyber security is the CERT Resilience the Management Model
[69]. With regards to this model. " resilience " is the capacity of an organization to endure an effect, proceed with operations, and
return to the original condition. The model incorporates a detailed evaluation of process areas all through an organization. This
comprehensive methodology incorporates laying out a governance structure over each process, and guaranteeing that planning,
training, financing, and different factors are sufficient to accomplish required resilience in each process area.

5. Another methodology is risk the management. This approach implies a risk evaluation that starts with distinguishing
potential risks. When each risk is recognized, the specific asset and vulnerability are determined. Next a risk evaluation is created
in view of the probability of an unfriendly occasion, the effect in the event that occasion happens, and any safeguards as of now
set up to lessen the impact of the occurrence. Then next step is mitigation planning, where a particular step is distinguished, an
individual is made responsible, and a due date is assigned. The activity is then monitored and a reconsidered evaluation of the risk
is made following the mitigation. Customarily the various ways to deal with risk management have been classified under the
headings of mitigating risk, avoiding risk, transferring risk (for example through insurance) and bearing risk [70, 71]. To keep
away from biased predispositions and cover-up, risk assessment can be directed through external parties.

6.  The decision of chance management strategies has been impacted by the arising field of cyber insurance. Policies might
be bought that cover costs related with data breaches, including "notification expenses, credit monitoring, expenses to define
claims by state regulators, fines and penalties, and loss coming about because of identity theft" [72]. Vaughan and Vaughan give
"rules" to assist with directing the choice about how to respond to explicit risks during the risk management process, including a
"tool" that distinguishes which risks ought to be guaranteed against [73]. Notwithstanding, the medical care organizations ought to
have a clear comprehension of what is covered under cyber security and under which circumstances.

7. Another choice for a comprehensive methodology is to coordinate cyber security into the strategic planning and budget
process. After some time, there has been a change of the role of IT in the planning process. At first, the IT director was considered
to be an "applications provider" and was not a part of the strategic planning process. Nonetheless, it has since been perceived that
spending on IT was frequently conflicting with the organization's essential objectives, and subsequently efforts were made to
"strategic adjust" the objectives of the organization and the IT budget. This was followed by recognition that the IT manager
could be considered to be a "strategic contributor" (rather than responding to a completed plan), and be a part of the planning
group that is leading the "strategic evaluation". One objective was IT fusion, which exists when there is a high level of
arrangement among IT and the remainder of the organization. Expanding on this idea, Bensaou and Baron discussed the
possibility of "strategic instinct" [74]. They highlight the case of Japan where IT investments will generally be made not in light
of explicit objectives, but because the investment is fundamental to the long-range targets of an organization.

8. In another exhaustive methodology Cook attempts to produce a "trust framework" by making layers of protection [75].
The first layer of protection is risk management; and the subsequent layer is data assurance strategy that covers policies for
security, privacy, and safety. The third layer comprises of physical safeguards, for example, workstations and devices. The fourth
layer is operational safeguards, for example, training, assigning a security officer, and continuity of operation planning. Layer five
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is architectural standards, managing interoperability, accessibility, and dependability. Layer six is a technology safeguard with
respect to data encryption, access control, audit controls, and security against malevolent software. Layer seven is ease of use
elements, for example, single sign-on. These layers are supposed to cooperate to make reliability for data security and privacy.

9.  Training status and file employees is important. There is an adage in cyber security that goes "You are only as safe as
your 'most vulnerable' individual". A key concern is countering efforts at social engineering. Contingent upon the conditions,
other safeguards might be set up. For instance, one type of social engineering includes leaving a USB drive in a worker parking
lot hoping that an employee will take it inside and try to determine what is on it. Such risks are countered by not having USB
drive ports on computers. One more progressively significant area for training is the suitable and preventative utilization of
handheld devices.

10. A hospital -specific methodology is recommended by the American Clinic Association (AHA), which proposes six
actions to oversee cyber security risk [76]. Three of the six include planning. These are developing a reaction plan: laying out
techniques, cyber security teams, and testing the reaction plans. The AHA proposes that the arrangement be "mindful" of NIST's
Cyber Security System [77]. The other three activities focus around specific issues: explore all medical devices following FDA
rules, take part in data sharing organizations that distinguish new risks confronting hospitals, and ensure protection covers cyber
security risks [78].

11. Another potential strategy could be observing the user's ways of behaving and utilizing the identity and access the
management protocols.

V. BEST PRACTICES

Considering the rising dangers presented by cyber breaches to the health care industry, cyber security ought to be viewed as a
crucial shield for the endurance of any health care organization. The cyber security insurance also called digital responsibility or
cyber liability insurance is an extraordinary protection offering that is intended to mitigate the financial liability that might result
from harms or losses brought about by a breach. [79,80] Since not at all like traditional insurance policies, the underwriting of this
policy has no standard format, healthcare organizations that try to buy such policies ought to guarantee the following:

(1) At a base, a healthcare organization ought to guarantee that their policy covers three areas: liability coverage against
claims for harms from theft, loss, or unapproved disclosure of data; inclusion for liabilities from regulatory fines like those
including HIPAA and HITECH; and coverage against losses from business interruption. [81]

(2) Before buying a policy, health care organizations ought to perform a comprehensive evaluation of their information
technology security capabilities and need.18 This assessment ought to be a collaborative exertion of all organizational
stockholders. In particular, there ought to be a representative from the legal team, IT leaders, head of security, and organization
and business leaders. These will inform the organization as to the best policy that is appropriate for their organization.

(3) They ought to likewise can bargain for a fair and thorough arrangement that doesn't leaves gaps that expose them to
liabilities. [79] For example, a healthcare organization ought to guarantee that their strategy covers ransomware attacks since not
all policies cover such events. Organizations ought to likewise guarantee the utilization of correct terminology in drafting the
underwriting. [79]

(4) Since third-party contractors are generally liable for 41% of the breaches in health care organizations, it would be
judicious to guarantee that the policy covers events that include third-parties were necessary. [82]

Policymakers likewise play a significant role to play in further developing cyber security protection in health care. The
expense of cyber security insurance payments might preclude smaller, low-resourced healthcare organizations, including rural and
safety-net hospitals, from having the option to manage the cost of it. These organizations could be compelled to close in light of a
cyber-breach, leaving their former patient population with substantially more restricted access to care. Such bankruptcies could
worsen the health disparities that as of now exist among these populations. [83] Moreover, policymakers ought to advance cyber
security protection since it very well may be utilized as a tool for further developing cyber security that protects valuable patient
data. This is on the grounds that insurance companies can offer lower charges for hospitals as an incentive for meeting specific
security requirements. [84] Considering the possible net positive effects of cyber security insurance on the society, policymakers
ought to empower its adoption through dynamic and robust policies.
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A beginning stage for policymakers will be the improvement of health care area explicit cyber security regulatory principles.
While several guidelines exist for the regulation of cyber security in general like the national institute of standards and technology
(NIST 800-53), international organizations for standardization (ISO27001), and centre for Web security (CIS) critical controls,
there are no regulatory standards specific for the health sector that consider its unique needs. [85] Such healthcare explicit
regulatory standards could further develop cyber security practices across organizations. The standards could likewise advance the
entry of new insurance organizations into the health care cyber security protection marketplace, and support price competition,
where there is right now a shortage of such companies.12 price competition may at last prompt a diminishing in price competition
premiums.

It is essential to take note of that price competition protection ought to be just be a part and not the sole way to deal with
relieving the risk of cyberattacks. This is on the grounds that even the most robust insurance policy won't cover or repay for the
damage in reputation an organization experiences after a cyber-breach. Furthermore, cyber security insurance may not cover
losses including legitimacy classified data and fall in stock prices because of a breach. [86,87] In this manner, these policies ought
not be viewed as a long term solution for security concerns. Besides, overreliance on cyber security protection could likewise put
organizations at more risks of cyber breaches since they don't bear the monetary responsibility from such occurrences, a term
alluded to as moral hazard. [88] It is additionally essential to take note of that since the ideas of cyber security and its insurance
are generally new, potential dangers are dynamic and changing daily. [90] Consequently, best practices will undoubtedly keep
developing with evolving dangers. [89]

Notwithstanding cyber security, health care organizations ought to likewise think about the accompanying risk management
strategies:

Health care organizations ought to be proactive not reactive to cyber threats or cyberattacks. For example, health care
organizations ought to plan and direct efficient educational training programs for employees and other end users to assist them
with being more mindful of cyber security issues. [91,92]

(1) Collaborations and sharing of data about best practices on cyber security with other organizations in the health care
sector, or with similar firms, ought to be encouraged. [91,92]

(2) Adoption of new and imaginative techniques for safeguarding individual health records. For example, the execution of
block chain innovation based systems through which health care suppliers, payers, and patients could share information on a
decentralized network that are hard to breach. [93]

(3) The extreme objective of cyber security ought to be to fortify resilience. Resilience healthcare systems  will find
reasonable ways to work on their security and safeguard their organizations and won't rely entirely upon cyber security insurance.
[85]

(4) Maintaining secure and up to date backup data to keep away from long-lasting loss in the case of a cyberattack is
necessary. [94] In this process, unique thought ought to be sent to where the backup data are stored. [94]

(5) Since there are deficiencies of health care cyber security experts, health organizations ought to pursue attracting,
retaining and training cyber security staff. [2]

VI. CONCLUSION

Data breach is a rising danger to health care organizations. Several factors add to this danger, among these elements is the
richness and complexity of data health care organizations manage. Such breaches likewise present serious malicious results to
these organizations that incorporates however are not restricted to monetary losses and dangers to patient security. Because of the
high prevalence and adverse consequence of this danger, health care organizations are progressively adopting cyber security as a
mitigation strategy. In any case, this sector actually lags behind other basic businesses. For those that have adopted the cyber
security insurance policies, complains of underinsurance abound. To accomplish ideal adoption of cyber security insurance and
further develop the insurance utility for health care organizations, these organizations really must perceive the extent of possible
risk from breaches they face, and the best practices in choosing a policy that mitigates them. Policymakers likewise play a role in
extending and improving the availability and affordability of such insurances by designing regulatory standards for cyber
security that are specific for health care.
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GLOSSARY
Cryptographic an attack carried out with the intention of attack revealing information that has been concealed.
Cyber-attack The act of intentionally disrupting data information.
Data breach  This is when information is lost, stolen, displaced, hacked, or communicated to unofficial recipients.

Denial-of-Services an attack that aims to flood a network (DoS) with traffic in order to disrupt service and prevent users from
accessing network resources.

Malicious Software group of programs that are designed to or Malware harm or compromise a computer system without
the permission of the user.

Man in the Middle A reconnaissance attack in which an

(MITM) or
Eavesdropping

Phishing

Privilege
escalation

Spyware

SQL Injections

Exploit

Trojans

Virus

Worms

intruder intercepts communication
between two parties. The attacker
eavesdrops on the contents
communicated by secretly acting as an
intermediary in the information
exchange.

The use of social engineering to trick
individuals or organizations into either
divulging information or perform an
activity harmful to their computer.

Attacks driven by the goal of achieving
a higher level of access to a network or
program; they are usually executed by
exploiting vulnerabilities in a program
or network.

A software that is installed on a
computer without the user’s knowledge
and transmits information about the
user’s computer activities over the
Internet.

Attack that exploit vulnerabilities in
SQL to execute malicious “payloads”
(harmful SQL statements) that make
the data servers divulge information.

A type of malware designed to appear
as useful, legitimate software.

A common malware that self-
propagates without the permission of
the user and infects other computers.

A type of malware that does not rely on
a host file to run, self-replicate, or
propagate.
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